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Preface

The document at hand is my progress report, which concludes the first two
years (part A) of my Ph.D. program. I am enrolled in a four-year Ph.D.
program (Danish: 4+4-ordningen), meaning that I began the Ph.D. program
with one year of remaining master level studies — in particular before writing
a masters thesis. The purpose of a progress report is to present the current
status of research, and to present the open questions and ideas for research
topics for the last two years (part B) of the Ph.D. program.

A progress report also counts as a masters thesis of 30 ECTS, but due to
the open-ended nature of a progress report, a progress report is typically
somewhat different from an ordinary masters thesis. In this report I have
chosen to include two topics of research, conducted over the last year. The
first part is a technical report titled “Foundations for Programming By
Contract in a Concurrent and Distributed Environment”, which is co-written
with Anders Starcke Henriksen and supervised by Andrzej Filinski. The
content of the technical report has resulted in a workshop paper, submitted
and accepted for the “Games, Business Processes and Models of Interactions
(SGI 2009)” workshop. The paper [25] is not included in this report.

The second part of the progress report is a survey titled “Contracts in En-
terprise Systems”, which serves as preliminary studies for future work on
business contract formalization. This part is supervised by Andrzej Filinski
and Fritz Henglein.

The context of my work is the collaborative research project “3rd generation
Enterprise Resource Planning” (3gERP), which aims to develop a standard-
ized, yet highly configurable and flexible, global (i.e., not restricted to a
particular market or industry) ERP system for small and medium sized
enterprises. The complete project description is available in [I]. Due to
strategic changes in the aim of the 3gERP project, the second part of my
progress report has only recently been considered a topic of interest — it
therefore evidently bears the mark of “work in progress”.

Tom Huitved
Copenhagen, August 14, 2009
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Abstract

In the first part of this report, we present an extension of the programming-
by-contract (PBC) paradigm to a concurrent and distributed environment.
Classical PBC is characterized by absolute conformance of code to its spec-
ification, assigning blame in case of failures, and a hierarchical, cooperative
decomposition model — none of which extend naturally to a distributed en-
vironment with multiple administrative peers. We therefore propose a more
nuanced contract model based on quantifiable performance of implementa-
tions; assuming responsibility for success, and a fundamentally adversarial
model of system integration, where each component provider is optimizing
its behavior locally, with respect to potentially conflicting demands. This
model gives rise to a game-theoretic formulation of contract-governed pro-
cess interactions.

We introduce an abstract model of communication, which assumes no com-
mon model of computation at the peers in the distributed system. An
implementation consists of a set of processes and possible delegation, which
defines a strategy for the set of games specified by the set of committed
contracts. Verification of correctness is introduced via contract portfolio
conformance, which generalizes the idea of Hoare triple validity (underlying
classical PBC). Contract portfolio conformance corresponds to a mix be-
tween partial- and total correctness, called timed total correctness, and we
show that portfolio conformance supports compositional reasoning.

In the second part of this report, we have conducted a survey on both the-
oretical and practical approaches to contract formalization. By contract
formalization we mean representation of (business) contracts in computer
systems, to encompass automatic validation, execution, and analysis of con-
tracts. These activities are collectively referred to as contract lifecycle man-
agement (CLM), and the typical aspects of a CLM system include (1) con-
tract creation, (2) contract negotiation, (3) contract approval, (4) contract
execution, and (5) contract analysis. Our survey concludes with a summary
of the pros and cons of the covered approaches, and a perspective towards
future work.
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The connection between the two topics of this report may at first seem
absent; however, some aspects are in fact quite similar: In the programming
setting, a contract specifies an interface, according to which the program is
expected to behave. A program is said to be correct, if it can be verified
(formally) that the program conforms with the specification/contract. In the
business setting, a contract also acts as an interface; not between software
components, but between businesses. Now the “program” is in general not a
piece of software, rather it is a business process (workflow), and correctness
is a matter of checking for contract compliance. We therefore propose that
some of the analyses — even though they have a different flavor — are in fact
not that different. We summarize some of the correspondences below:

Programming Business

—  Program — Business process (workflow)
—  Specification —  Contract

—  Correctness — Compliance

—  Program extraction (from — DBusiness process derivation

specification) (from contract)
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Resumeé

Denne rapport omhandler to separate emner: specifikation af samtidige og
distribuerede programmer, samt repraesentation og handtering af kontrakter
i virksomhedssystemer.

I den forste del af denne rapport praesenterer vi en udvidelse af programming-
by-contract (PBC) paradigmet til et samtidigt og distribueret miljp. Det
klassiske PBC paradigme er karakteriseret ved absolut overensstemmelse
mellem et program og dets specifikation, tildeling af skyld i tilfselde af brud
pa specifikationen, samt en kooperativ tilgang til program-/systemudvikling.
Disse karakteristika passer ikke umiddelbart ind i et distribueret miljg med
flere administrative parter, hvorfor vi foreslar en udvidelse af PBC para-
digmet baseret pa relativ opfyldelse af programspecifikationer, samt at man
patager sig ansvar for eventuelle uddelegeringer. Endvidere argumenterer vi
for, at et distribueret miljg med flere administrative parter ikke ngdvendigvis
leegger op til “ubetinget samarbejde”, da parterne kan have modstridende
interesser. Disse overvejelser udmgnter sig i en spilteoretisk formulering af
kontrakter (specifikationer), hvori relativ opfyldelse modellers via lgbende
betalinger.

For at modellere (distribueret) processinteraktion, praesenterer vi en ab-
strakt kommunikationsmodel, der ikke er bundet til en specifik beregnings-
model. En implementering bestar af en maengde af processer fra kommu-
nikationsmodellen, samt en mulighed for at uddelegere forpligtelser. Imple-
menteringen udger dermed en strateg: for maengden af spil, der er defineret i
de indgaede kontrakter. Vi indfgrer begrebet contract portfolio conformance
—der er en metode til at verificere, at en implementering er en vindende stra-
tegi — og vi viser at denne definition tillader kompositionelt reesonnement.

I den anden del af denne rapport praesenterer vi en oversigt over savel prak-
tiske, som teoretiske tilgange til kontraktformalisering. Med kontraktforma-
lisering menes der elektronisk repraesentation af (virksomheds)kontrakter,
med det formal at kunne udfgre automatisk validering, eksekvering og ana-
lyser af disse. Disse aktiviteter samles under betegnelsen contract lifecycle
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management (CLM), og et typisk CLM system omfatter fglgende aspek-
ter: (1) kontraktoprettelse, (2) kontraktforhandling, (3) kontraktgodkendel-
se, (4) kontrakteksekvering, samt (5) kontraktanalyse. Vi afslutter gennem-
gangen med en opsummering af de forskellige tilganges kvaliteter, med hen-
blik péa fremtidig forskning.

Ved fgrste gjesyn kan det veere sveert at se den umiddelbare sammenhaeng
mellem de to dele af rapporten, men vi pastar at der er flere lighedspunkter:
I softwarekontekst specificerer en kontrakt et interface, som det pageeldende
program forventes at overholde. Et program siges at veere korrekt, hvis det
kan bevises formelt, at programmet overholder dets interface. I virksomheds-
kontekst specificerer en kontrakt ligeledes et “interface”, men ikke imellem
programmer, snarere imellem virksomheder. I dette kontekst kan program-
met anskues som en forretningsproces (arbejdsproces), og korrekthed svarer
til en garanti for, at kontrakten overholdes (safremt arbejdsprocessen fglges).
Vi forudser derfor at mange af de teoretisk, savel som praktiske, aspekter
i formalisering- og analyse af forretningskontrakter/programspecifikationer
vil have mange ligheder. Vi opsummerer nogle af disse ligheder i tabellen
nedenfor:

Software Forretning

—  Program — Forretningsproces (arbejds-
proces)

—  Specifikation —  Kontrakt

—  Korrekthed — Kontraktopfyldelse

— Ekstrahering af program — Ekstrahering af arbejdspro-

(fra specifikation) ces (fra kontrakt)
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Chapter 1

Foundations for
Programming By Contract
in a Concurrent and
Distributed Environment

Joint work with Anders Starcke Henriksen



2 Introduction

1.1 Introduction

We present in this chapter a new, foundational approach for extending pro-
gramming/design by contract (PBC) [43] to a concurrent and distributed
environment. PBC is a paradigm for specifying and verifying computer pro-
grams, typically by means of formal pre- and postconditions for code frag-
ments (Hoare triples [26]). Given a program component ¢, a precondition
A is a predicate over ¢’s inputs (both explicit and implicit) specifying the
requirements or assumptions made by c. If for instance ¢ computes a func-
tion on numbers, A could be the requirement that input x satisfies x > 0.
Conversely, a postcondition B is a predicate over both inputs and outputs
of ¢, specifying ¢’s guarantees about its outputs, for the given inputs. In the
function example, B could specify that the output number r must satisfy
r2 = x. A piece of code that satisfies its specification, even in an inefficient
or unexpected way (such as returning r = —/x), is then said to be correct.

The purpose of PBC is to enable modular design and implementation of
programs, by establishing detailed specifications for all module interfaces,
in such a way that correctness of the whole program (i.e., top-level module)
follows from the correctness of all the component modules. In particular,
any failure of the whole program to satisfy its specification can ultimately
be attributed to a violation of a specific pre- or post-condition. The former
occurs when a caller fails to satisfy the input requirements for invoking a
submodule, while the latter indicates the failure of the callee to satisfy its
output guarantee. In both cases, the implementor of the faulty module is
the one who is blamed, and the module has to be corrected. This paradigm
has also been called the blame game [67], due to the (somewhat degenerate)
game-theoretic nature of each implementor’s incentive being to avoid getting
blamed.

The appeal of PBC derives from its compositional nature, meaning that the
implementor of a module need not be aware of the entire context in which
the module is used. Pre- and postconditions define exactly what the module
and its context can expect from each other, hence when implementing the
module nothing else can — or should — be assumed about the environment,
and vice versa. For instance, in the numeric example above, it would be
wrong of the environment to use the output of ¢ directly as the input for a
second invocation of ¢, even though this latent bug would go undetected if
¢ simply returned r = /x.

The purpose of our work is to extend PBC from a classical one-machine
setup to a setting where programs run concurrently on (potentially) different
machines, owned by different administrative peers, which setting is becoming
ever more relevant in the context of cloud computing and software-as-a-
service. Compositionality — as described above — is a crucial feature in PBC,
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and it becomes even more important for a distributed computation model,
in which knowledge of the entire context is not realistic. Existing work on
extending pre/postcondition-style specifications to a concurrent setting have
been proposed [29, [52], but to our knowledge there exist no extensions of
the PBC paradigm to a distributed environment.

1.1.1 Distributed PBC

In principle, extending PBC to a concurrent, message-passing setting is rel-
atively straightforward. The evident difference from a sequential setting
is that pre- and post-conditions must be generalized from one-shot input—
output specifications to communication-protocol specifications. That is, in-
put requirements now specify what may legitimately be sent to a concurrent
module or process, while output guarantees capture what must in turn be
sent by that process. Moreover, both input and output specifications may
now in general refer to the entire communication history between the two
processes, or some more compact abstraction thereof. Still, no fundamental
conceptual changes to the PBC paradigm seem necessary. Session types [28§]
is an example of such communication-protocol specifications.

On the other hand, a proper account of realistic distributed systems does
seem to require a complete reassessment of some basic assumptions of PBC.
The problematic characteristics here are the notions of absolute confor-
mance, blame assignment, and the ultimately cooperative model of system
development.

By absolute conformance we mean that, once a module violates its spec-
ification, the “world stops” and no formal guarantees can be given about
possible continued execution; the erroneous module must be repaired before
the program can be reliably resumed or restarted. In a large-scale distributed
environment, however, failures are a fact of life, and though we do need to
assign blame for them, the model must also include a robust specification
of the relevant recovery procedures, and how any further failures by both
parties are to be accounted for.

Moreover, not all failures are equally serious, and some might even be ex-
pected to occur in the course of a typical interaction sequence. We thus
prefer a contract conformance model based not on a binary outcome, but
on a quantitative measure, making it possible to also uniformly express per-
formance characteristics (such as responsiveness) and relative importance of
potentially conflicting specifications. Using an economic metaphor, a mod-
ule (or rather, the module’s implementor) is rewarded by its environment
for “good” behavior, and/or penalized for “bad” behavior.

We can recover the usual absolute notion of contract satisfaction as a require-
ment that a correct module’s accumulated balance is always non-negative;



4 Introduction

thus, in particular, such a module will never be the first to break a com-
munication contract. But the key motivation for quantifiable performance
contracts is that they support compositional reasoning about module cor-
rectness in systems with more than two module producers, as sketched next.

The second problem with traditional PBC is that simple blame assignment
is not by itself a proper foundation for composing distributed modules, be-
cause the “environment” of a module cannot in general be considered as
a monolithic entity that can be blamed as a whole. Consider an example
where a company P (“service provider”) chooses to implement a web service
W1 using a gateway service Wy provided by company S (“subcontractor”).
If P provides W; as a service to some other company C (“client”), then P
cannot rely simply on propagating blame to S if Wy fails as a result of Wy
“failing first”. In other words, P is still responsible to C for the correct be-
havior of W7 — and cannot be excused by W5 failing. However, S is in turn
responsible to P for W5, which could imply that S has to pay some fine to P
each time Ws fails. And if P is properly organized, this fine will be sufficient
to cover the fine that P has to pay to C.

Again, traditional PBC blame propagation can be seen as a degenerate
instance of the responsibility model. The difference is that assuming re-
sponsibility for satisfying a contract in general involves more than merely
being able to deflect all blame for failure. It is an inherently more robust
notion, because it requires a module offering a service to explicitly plan for
any or all of its subcontractors not fulfilling their nominal (“happy-path”)
contracts, and ensuring that any penalties imposed by the service’s client
can ultimately be recovered from the subservices. In particular, a correct
module will never make a high-assurance service (i.e., with a high penalty
for failure) rely on a low-assurance one.

The final problem with blame propagation is that it is not compositional: in
blame propagation, all modules of the program must be known, since blame
can be propagated to any of the modules. In the example above this would
imply that C had to know S, as P might propagate blame onto S in case of
failure. And S might in turn propagate blame onto its (sub)subcontractors,
which means that the entire network must be known. This problem is
avoided by requiring that P must assume responsibility for S when servicing

C.

Finally, by a cooperative decomposition model in traditional PBC we mean
that all the module implementors are — to some degree — ultimately work-
ing towards a single goal of building a correct system. Thus, if a module
specification is ambiguous or incomplete, the implementor will typically still
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opt to implement the specification in the “intended” way, even if he doesn’t
explicitly stand to gain anything from it. In particular, he would normally
not choose a deliberately suboptimal algorithm for solving a problem, nor
intentionally cause minor failures — even if such failures are nominally al-
lowed by the performance contract. (For instance, the specification might
say that providing a wrong answer to a question is unacceptable, but ex-
plicitly declining to answer is a legitimate response — yet simply uniformly
refusing to answer would be considered a “bad-faith” implementation.)

In a distributed setting, the implicit assumption of cooperation is not nec-
essarily justified. In the web-service example above it might be locally opti-
mal for the subcontractor S to sometimes have Wy failing (and taking the
penalty), if that for instance would make it possible for S to respond to a
request from some other (higher-payoff) company O that neither the main
contractor P nor the ultimate client C know or care about. Thus, all parties
in a distributed system need to recognize that their PBC communication
peers may occasionally — or even consistently — defect on contracts, not due
to coding errors or legitimate misinterpretation of the specification, but as
a deliberate design choice. The adversarial nature also prompts the need
for absolute guarantees in contracts (e.g., “must respond after at most 10
seconds”) instead of unenforceable promises (“must respond eventually”).

In summary of the observations above, we propose an explicitly game-
theoretic [42] extension of the PBC paradigm. Companies P, S and C above
are modeled as players (which we also call principals). Principals are the
responsible actors in the distributed environment, and responsibility is codi-
fied in contracts, which generalize the pre/postcondition-style specifications
of PBC. Each contract is a game between two principals, which specifies
what should be communicated between them, and when. This notion re-
spects compositionality, as bilateral contracts only mention the exact part
of the context to whom the principal has commitments (cf. the discussion
on blame propagation above). The mowves of principals in the game are what
they communicate to each other in each round. Guarantees are quantified by
assigning to each transition of the game state a payoff, which can be thought
of as the incremental payment to the first player from the second, resulting
from the transition. (Since communication games may go on indefinitely,
we assign payoffs also to non-terminal states of the games.) Such a payoff
may represent either a payment for services properly rendered, or a fine for
unsatisfactory performance. The precise game-theoretic formulation of a
contract is therefore an infinite, simultaneous, zero-sum, two-person game.
In general, each player participates in multiple, concurrent games, and aims
to maximize his total payoff, rather than to do well in any particular game.

Even though each contract specifies a zero-sum game, and all principals may
be assumed to be rational and enter contracts in expectation of a positive
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payoff, it doesn’t necessarily mean that at least one principal has to lose.
The reason is that the system is considered open, hence the “losing” principal
may actually have an overall positive payoff, as a result of some unknown
contracts with an unspecified environment, or ultimately with “nature”.

A contract describes a logical commitment between two principals, but not
how communication is enacted physically. In order to fulfill its contractual
obligations, each principal implements an overall strategy for playing all of
its communication games. An implementation consists of a set of processes
for performing actual computation and communication, and a means of del-
egation to other principals. The latter makes it possible to satisfy a logical
commitment without doing the actual communication oneself. (In some
cases it may in fact not even be possible to be in charge of the communica-
tion oneself.)

Having described how contracts are extended from one-shot input—output
specifications (pre/postconditions), we need to generalize sequential pro-
grams to concurrent processes. The aim is to consider a simple model of
communication, which assumes no common computational model at the
peers in the network. Our model of communication is inspired by the In-
put Output Timed Automaton (IOTA) model [9], in which messages are
sent asynchronously between automata. Unlike process calculi such as CSP
[27], CCS [44], and the m-calculus [45], we assume no advanced synchroniza-
tion primitives, and processes are described extensionally (black box), rather
than an intentionally, to reflect that the internal structure of a process may
not be known. Furthermore, there is no possibility of refusing input as in
for instance CSP, which means that contracts can be defined on traces of
actual communication, rather than traces of input/output requests.

The link between implementations and contracts is established via a notion
of contract portfolio conformance, which generalizes the definition of Hoare
triple validity. Contract conformance is defined as a safety property, mean-
ing that all violations happen in finite time (contracts are falsifiable). This
is partly due to the fact that implementations are black boxes (their inter-
nal organization cannot be inspected), and monitoring of contracts should
be possible only by inspecting the observational behavior of implementa-
tions. However, this does not imply that contract conformance corresponds
to partial correctness of Hoare logic, in which a program stuck in an infinite
loop satisfies any specification. Rather it can be seen as a cross between
partial correctness and total correctness, which we call timed total correct-
ness. By this terminology we mean that is is possible to specify absolute
timed guarantees (as identified earlier), rather than the less useful “eventu-
ally guarantees”. The desire for absolute guarantees means that we cannot
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use for instance session types, as mentioned earlier, but we show how a
simplified — but timed — version of session types can be expressed in the
model.

As mentioned earlier, PBC permits modularized reasoning, based on the
rule of composition from Hoare logic:

If ={A}ci {B} and = {B} c2 {C} then = {A}ci;2{C}

We have already elaborated on how bilateral contracts and assuming re-
sponsibility for success make for a compositional contract model. But we
also show that contract portfolio conformance permits compositional reason-
ing (generalizing the rule above), which means that the model also enjoys
internal compositionality (principals can reason modularized).

To summarize the discussion of this subsection, we include a table comparing
the differences between classical PBC and our extended model.

Classical PBC Distributed PBC
Absolute conformance Ongoing performance
Blame propagation Assuming responsibility
Cooperative decomposition Adversarial composition
Sequential program Concurrent process

1.1.2 Chapter Outline

The rest of this chapter is structured as follows:

Section [1.2} We introduce the abstract model of communication. Processes
are described only by their observational behavior, and we require just one
construct: parallel composition. In this section we argue why a dense model
of time is problematic, and henceforth base the theory on a discrete model
of time.

Section We introduce the model of 1/0 automata. Like processes, au-
tomata are an abstract model of communication, however this model allows
for easier reasoning due to its simplicity. We show that the two models are
equivalent, which relies on a general notation of compsets (Appendix |A).
The process model can be thought of as a denotational (trace) semantics,
and the automaton model as a small-step semantics. The rest of the chapter
is based on automata rather than processes.

Section We introduce the model of principals and contracts. Con-
tracts are always bilateral (between two principals), describing the logical
commitments for communication.
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Section We introduce implementations, contract conformance, and
automaton contracts. We show that contract conformance permits compo-
sitional reasoning.

Section In this section we illustrate by example the expressiveness of
the model. Examples include sequential Hoare logic, timed session types and
quality of service agreements.

All (larger) proofs presented throughout the chapter are enclosed in Ap-
pendix [B]



1.2 Process Model

In this section we define an abstract model of communication, in which the
communicating peers are called processes. As mentioned in the introduction,
the overall goal is to extend the programming-by-contract paradigm from
a centralized setting to a peer-to-peer setting. Before being able to do
so, we hence need to describe exactly what kind of peers we are interested
in specifying. This section (and the subsequent) target that question. In
Section we return to the question of what a specification is, and who the
responsible actors are.

The reader may skip directly to Section [1.3] which defines a model of com-
munication that is equivalent with the process model. However, Definition
and Definition (below) are also used in that model. The process
model is included to illustrate some of the choices that were made in the
design of the communication model.

Our model is based on the fact that we cannot assume a global, common
model of computation, hence processes are only described by their observa-
tional behavior. This approach is different from various process calculi, such
as CSP, CCS, and the w-calculus, in which processes are intensional. Our
extensional model is more related to the Input Output Timed Automaton
(IOTA) model, and like this model, only actual actions are tracked — not
offers (i.e., processes cannot refuse input). As is the case for IOTA, CSP,
CCS, and the m-calculus, we use channels as an abstraction for an ideal
communication medium.

Definition 1.2.1 (Channel). The set of all channels is denoted C (countable
set). We usually write o, 3,7, ... for concrete channels and ci,co,... for
channel variables.

Unlike CCS and the m-calculus, channels are always directed, and have ex-
actly one sender and one receiver, which is similar to the IOTA model. The
reason for this low-level approach is to have as few assumptions about the
communication medium as possible. This means for instance that it is not
possible for a process to broadcast to several other processes on a single
channel — instead the process has to explicitly implement the fan out to the
receiving processes via individual channels.

In order to specify processes by their observational behavior, we first define
moves (the name is inspired by the game-theoretic approach which we return

to in Section [1.4)).

Definition 1.2.2 (Move over C). Given a finite set of channels C' Cgy C
and an alphabet A. for each ¢ € C, a move m over C is a function such
that m(c) € A, for all c € C. The set of all moves over C is denoted M¢
(i.e., Mo =eecAc). We usually write my, ma, ... for moves.
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A move m over C'is a snapshot of what gets communicated on the channels
in C, at a particular point in time. Each A, contains a special action &
meaning “no action” (the silent action). The condition that C be finite
is imposed since a move describes an observation, which should always be
finite.

A log (or trace) on a set of channels can now be described as a list of moves
with time stamps, describing what has happened on the channels and when.
This intuition is formalized in the following definition.

Definition 1.2.3 (Log over C'). The set of logs over C Cgy C with end time
t € N is defined by
L = [0;t) — M¢

The set of all logs over C C C is defined by

Lo=H Lt
teN
where W denotes disjoint union. We usually write l1,lo, ... for logs.

A log [ over C' with end time ¢ is thus a description of all that has happened
on the channels of C' before time t. We note that all time stamps are in
N, which means that we consider a discrete model of time — we return
later to why a dense model of time is problematic. One problem with the
definition above is that logs may often be sparse due to silent actions. When
representing a log, one would typically prefer a simpler list notation, for
instance

[t1: (= 10),t9 : (B 3),t3: (> 2,0 — 5);t4] (1.1)

where t1 < t9 < t3 < t4, and t4 represents the end of the log. The list then
denotes the log [ € L’t{z 5} defined by

10, t=t1 ANc=«

3, t=toNc=20

l(t)(e)=1 2, t=tzNhc=«
5, t=t3Nc=p0
g, otherwise

The reason for choosing Definition rather than the compact list repre-
sentation, is simply to make reasoning about logs easier (in the list repre-
sentation one needs for instance to make sure that the list is monotonic in
the time stamps, which is not necessary when defined as a function on time
stamps). However, the intuition of a log should be as of . Below follows
a series of definitions related to logs.
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Definition 1.2.4 (End of log). Given a log | € L, we define the end of log

by
eol(l) = t, when I € L,

Definition 1.2.5 (Log merge). Given two logs, 1) € Etcl and ly € .CtCQ with
CyNCy =0, define the merged log 1y > 1y € E%lu@ by

(l b ba) (1) (c) = { ﬁ;E’;iEii reo,

Definition 1.2.6 (Log restriction). Given a log | € L it can be restricted
to channels C' C C, written licr € Ly, and restricted to time t < eol(l),
written lj; € LL,, where

l|C’ (t) = l(t)lc/
le = Loy

(We have used ordinary function restriction on the right hand side of the
equations.)

Definition 1.2.7 (Log prefix). For a given log set L define (- C -) C
Lo x Lo by
def,
LEL eol(ll) < 601(12) ANl = l2|e01(l1)

C defines a partial order on L (reflexive, transitive and symmetric).

The motivation for defining logs is to describe processes only by their obser-
vational behavior. A process should hence be described by what happens on
the channels it uses, and when — which is exactly what logs do. However, a
process should not be any arbitrary relation on input/output logs, the exact
requirements are formulated in the following definition.

Definition 1.2.8 (Process). A process p € ‘B is a triple

p=(Cr,Co, f)

where C (input channels) and Co (output channels) are disjoint and finite,
and

f . ‘CC] —>£CO

s a log transformer, satisfying

Vi € L, .eol(l) = eol(f(1)) (1.2)
Vi, s € ECI'Vt < min(eol(ll),eol(lg)).

hie =lope = f()jpg0 = F(l2) 140 (3)
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There are several things to note about the definition of a process. First of
all we have defined a process to have a set of fized, finite and disjoint input-
and output channels. Input channels are the source of stimuli to a process,
and output channels are the reactions (as mentioned, inspired by the the
IOTA model). The reason why channels are fixed is for simplicity: unlike
the m-calculus, in which channels can be sent as values, we only consider
a static network topology. Future work should investigate the possibility
of extending our model with dynamically created channels, so we leave the
discussion for now. The disjointness of input- and output channels stems
from that fact that all internal communication should be non-observable
— hence it makes no sense for a process to communicate (externally) with
itself. Finally processes can only communicate on a finite set of channels, as
a process should not be able to cope with (and output) infinite information
in finite time.

The next thing we observe is that the relation between stimuli and reac-
tion (the log transformer) is deterministic. The reason for this approach is
that we have distinguished between internal nondeterminism and external
nondeterminism. The latter can be modeled by having an input channel
to some external environment, however, the former cannot. It is possible
to extend the definition to powersets to model internal nondeterminism as
well, but we omit it here for simplicity. The two additional requirements on
log transformers are motivated below:

(1.2) This condition states that a log transformer must preserve the end time
for logs. Intuitively this means that we always end the observation of
input and output at the same time.

(1.3) This condition is called strict monotonicity, and guarantees two prop-
erties: (a) Processes cannot “change the past”, i.e., if output is known
for a log [ and !’ is an extension of [, then the output for {’ is an ex-
tension of the output for [ (i.e., monotonicity with respect to C, as we
shall see soon). (b) Processes cannot respond instantly, i.e., if two in-
put logs are equal before time ¢ (and possibly differing at time t) then
output is equal before and at time t. This restriction is imposed to
reflect the intuition that “reaction takes time”, i.e., we will not allow
instant (infinitely fast) response.

Observation 1.2.9. It follows from strict monotonicity that the initial out-
put for a process p = (Cr,Co, f) is always predetermined, as Vil €
L, lijo = l2)p holds vacuously. Hence hence f(11)(0) = f(I2)(0).

Lemma 1.2.10 (Strict monotonicity = monotonicity). Let p = (Cr, Co, f)
be a process. Then f: Ly, — L, is monotone with respect to C.



Proof. Assume [; C la. Then eol(f(l1)) = eol(l1) < eol(l2) = eol(f(l2)) so
if f(l1) £ f(l2), then there exists some ¢t < eol(f(l1)) such that f(l;

f(l2)(t). But since Iy}, = Iz} it follows by strict monotonicity that f(l;
f(l2)(t) which is a contradiction. Hence we must have that f(I1) C f(l2) as
required. O

—_ —

Another thing to notice in the definition of a process is that observations
always end at finite time. The reason for this approach is that we think of
logs as observations, and we argued earlier that observations should always
be finite. However, if we were to extend logs to have also infinite end time,
then by the strict monotonicity condition (which can be compared with the
continuity condition of denotational semantics [68]), all behavior on infinite
logs would be uniquely determined by the behavior on finite logs. Hence
infinite logs will not make processes more expressive.

We now introduce the concept of process composition which is — in fact —
the only operator in the model of processes.

Definition 1.2.11 (Parallel composition). Given py = (C},Ch, f1) and
p2 = (C2.C%, f?) such that C} N C? = CL, N CE =0, parallel composition is
defined by p1 || p2 = (Cr, Co, f), where

Cius = (CNCEYU(CEINCY) (Internal channels)
Cr = (CHUC?)\ Cin (Input channels)
Co = (CHUCE) \ Cing (Output channels)

The composed log transformer is defined iteratively. For | € EtCI define
I} e Etcl and T2 € U(ﬂ for alln € N by:
O O

IO — ®[,t
b
IQ = @Lt
)
Tpir = (T3 e l)|c})
Ti1 = F((Zn > D)yc2)

Then f(l) = (I} NIZQV)WO, where N is least such that Iy, = I}, and
I} = IJQV-H'
Observation 1.2.12 (Fixed point). Let Z! and Z?2 be as of Definition[1.2.11

If there exists an N € N such that I}V = 11V+1 and IJQ\, = I]2V+1 then
Iy =TIy and I3 = I3, for all k € N.

The motivation for parallel composition is to be able to construct processes
from subprocesses. Composing two processes consists of defining a new
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common channel interface (Ct and Cp), and making internal communication
(Cint) invisible from the outside. We require that two processes cannot share
input- or output channels, as channels are always point-to-point.

The definition of parallel composition is a bit involved: the reason for this
is internal communication, which needs to be “fed back as input”. In the
first iteration we calculate the output for both processes (with respect to
the common input). Some of the output then needs to be routed internally,
which is what happens in the second iteration. But this may in turn result
in new internal messages which are included in the next iteration. This
iteration is continued until a fixed point is reached. The example below
illustrates parallel composition with two concrete processes.

Example 1.2.13. Consider two processes

pP1 = ({O‘}a{ﬁ}?fl) p2 = ({ﬂ}a{a77}vf2)
defined by

0, t=0
HOOB) =4 2z, U({t-1)(a) =2

g, otherwise

z+1, (t—1)(3) ==

FD)(e) = { £, o(therw)i(se)

p1 initially outputs 0 on § and continuously doubles input from « on .
p2 continuously increments its input from 3 on both « and «. The parallel
composition p; || p2 has no input channels and ~y as output channel. In order
to calculate the output after, say 6 time units, we must apply the composed
log transformer to the log [-; 6]. The iterative procedure of Definition
produces (using syntax from :

Zg = [:6] 75 = [:6)

Iy = [0:(B+ 0);6] Iy = [+ 6]

I%:[Oﬁ(ﬁ'—’o)‘ﬁ] IE:[li(&a"/’—’l);G]
I§:[0!(/@'—’0)123(ﬁ>—>2);6] Igz[li(ax"/'—*lﬁﬁ]

Iy =1[0:(8+0),2: (B8 2);6] Ié:[1=(Q,W'—'1),33(Q»WH3);6]

I? =[0:(8—0),2:(8+— 2),4: (B8 6);6] Ia:[lz(a,'y»—>l),3:(a,-y>—>3);6]

I(i =[0:(8—0),2: (B 2),4:(B+— 6);6] Ig=[1:(a,yo—»1),3:(a,w»—»B),B:(a,w»—»?);G]
I} =1} 17 =13

Hence the output is (Z} Nzg)l{v} =[1:(y—1),3:(y—3),5: (v 7);6].

It is not a priori evident that the fixed point of Definition [1.2.11] always
exists. However, we will show soon that it does indeed always exist. We
will see later, that if we extend the model to using dense time, then the
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fixed point will not always exist, meaning that some processes cannot be
composed in parallel (which should not be the case).

We first state a lemma saying parallel composition is well-defined, i.e., that
the composition of two processes is itself a process.

Lemma 1.2.14. Let p1 = (C},C}, f1) and pa = (C3.C%, f?) be given pro-
cesses, and assume that p1 || p2 = (Cr,Co, f) exists (Definition [1.2.11)).
Then p1 || p2 is a process.

Proof. In Appendix O

The next lemma shows that the fixed point does in fact always exist, i.e.,
parallel composition is always defined (whenever p; and py have compatible
channels).

Theorem 1.2.15. Let p1 = (C},CY, f1) and pa = (C2.C3), f?) be given
processes, such that Ct N C? = C’é N C% = (). Then parallel composition
p1 || p2 is always defined.

Proof. In Appendix O

We now have a model of processes in which parallel composition is always
defined (given that the two processes are compatible). The strength of this
model is that it is “intuitive” and deals only with processes as black box
entities. The weakness, however, is that it is hard to reason about processes
in the model due to the iterative nature of parallel composition. We would
now, for instance, be interested in showing that parallel composition is com-
mutative and associative, but the latter is not so straightforward to show.
We therefore introduce a new (but equivalent) model of automata in the
next section, which is easier to reason about than the model of this section.

Theorem 1.2.16 (Parallel composition is commutative). Given two pro-
cesses p1,p2 € B then

p1 | P2 =p2 || P1

(Meaning either both sides are undefined or they are equal.)

Proof. Tt is obvious from Theorem [1.2.15] that both compositions are ei-
ther undefined or defined. If both compositions are defined, then it fol-
lows directly from commutativity of U, N and > that the two processes are
equal. O
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1.2.1 A Digression on Time

The reader may skip the following section and go straight to the next section
on automata, as the contents of this section is not a prerequisite for the rest
of this chapter. As mentioned in the beginning of this section, we consider
a discrete model of time (c.f. Definition in which N is the domain of
time). An alternative approach is to consider a dense model of time, for
instance Q, as proposed by Alur and Dill| [3]. Now a log with end time ¢
will have type

[0;9) = Mc (1.4)

This definition allows for the possibility of having infinitely many moves in
finite time, which we will not allow. |Alur and Dill avoid this problem by
defining a notion of progress (for timed words which are much like our notion
of logs):

Definition 1.2.17 (Progress). A logl € L is said to have progress when-
ever the set {q € Q4 | Ja € Cl(q)(«) # €} is finite.

We now need to reconsider the strict monotonicity property of log
transformers (Definition . We still want “ordinary monotonicity” to
follow from strict monotonicity (Lemma, so the question is how much
time a process should take to react. One approach is to have some minimal
0 € Q4+ and require

Vll, lg (S ECI YVt < min(eol(ll),eol(lg)).l1|t = l2|t = f(ll>|t+5 = f(l2)|t+5

However, this is equivalent to a discrete model of time, where Q is parti-
tioned into d-intervals. Hence if the density of Q4 is to be fully utilized, the
definition of strict monotonicity should be

Vi, s € [,C«I.Vt < min(eol(ll),eol(lg)).
Ly = lop = VU <t f(L) ) = f(l2)(t)
meaning that a process can be arbitrarily fast (but still not infinitely fast).
But as the following example shows, introducing a dense model of time in
this manner will break the existence of parallel composition.
Example 1.2.18 (Infinite speedup). Consider a dense model of time (|1.4)
and two processes p1 = ({a}, {8}, /1) and ps = ({8}, {a,7}, f2) defined by
a, t=0

AO®B) =9 = (=@ =cAt=1— 15
€, otherwise

(1.5)

x, l(l—%)(ﬁ):x/\tzl—n%_l
€, otherwise



A Digression on Time 17

Both p; and py satisfy the requirements for being a process (Definition
and both preserve progress (they both duplicate some of the input
with decreasing delay, and p; initiates by sending a on (3). For instance p;
transforms the log

B (@) (aHd),33:(aHe);4o]

to

0: 00 i@ 0 7 (9 diag

However, when composed in parallel we get (intuitively) a process that out-
puts the following infinite sequence of a’s

>~ w

-

) 21 —1
5 :(’y|—>a),6:(fyl—>a),..., , :('y|—>a),...]

21

Hence when applied to the empty log with end time 1 (which has progress),
p1 and pg will produce an output log without progress (the sequence {1 —
%}ieN converges towards 1). In other words, parallel composition is unde-
fined, as the iterative procedure of Definition never terminates.

The example above shows that even though two processes in separation seem
natural (strictly monotone, progress preserving) they constitute in parallel a
process that does not preserve progress. What we want, is a model in which
“natural” processes (with composable channels) always define in parallel a
new process, hence the dense model of time does not work.

So one may wonder why a dense model of time is not problematic in|[Alur and
Dill/'s model. The reason is that they consider input (accepting) automata
only — not input/output automata. Hence it is not possible to exploit density
of time to compose two automata with progress to one without, in their
model.
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1.3 Automaton Model

In the last section we introduced an abstract, extensional model of commu-
nication. This model is characterized by the use of a discrete model of time,
and processes are described in an asynchronous manner via input/output
logs. In this section we introduce the equivalent model of I/O automata
which takes a synchronous approach to communication, as automata react
in each time unit. Automata are introduced to avoid the somewhat com-
plicated definition of parallel composition for processes, and the theory and
results in the remainder of this chapter are hence based on automata rather
than processes.

Definition 1.3.1 (Automaton). An automaton a € A is a 6-tuple:
a= (CI7 COJ Sa 50, 507 5t)

where Cr (input links) and Co (output links) are disjoint and finite, S is
the (potentially infinite) set of automaton states, and sg € S is the start
state. 0o 1 S — Mg, and oy : S x Mg, — S are the output and transition
function, respectively: the 1/0 automaton’s output in the current time unit
1s determined by its internal state, while its next state depends on the current
one, and the input received.

As noted above, the output m, as a reaction to input m; is only observed in
the nert time unit. Intuitively this means that reaction “takes time”, i.e., it
is not possible to provide a response instantly. Even though automata have a
notion of state, they are still considered extensional rather than intensional;
we do not impose any structure on the set of states S, and the automaton
does not specify how the transition functions are computed, only what they
compute. The definition of parallel composition is now more simple than

that for processes (Definition [1.2.11]).

Definition 1.3.2 (Parallel composition). Given a; = (C},C}, S, s§,6L,61)
and ay = (C2.C3,52%,3,02,62) such that Ct N C% = CL N C% =0, parallel

0’
composition of the two automata is defined by

ai ” ag = (Cla CO? Sl X S27 <S(1)7 Sg>7 5075t) )
where the channels of the composite automaton are given by:

Cis = (C1NCHYU(CINCY) (Internal channels)
Cr = (CHUC?)\ Cin (Input channels)
Co = (CHUCE) \ Cing (Output channels)
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and its output and transition functions:

0o((s1,52)) = (85 (s1) U 83 (52)) o,
0c({s1, 52),m) = (& (51, (m U 63 (52)) 1), 67 (52, (m U 5(51)) c2))

(In the above, for a move m € Mg, mcr denotes the domain restriction of
m to C'; and moves my € M¢, and ma € Mc, over disjoint channel sets
Cy and Cy are combined as my Umg € Mcyuc,-)

Unlike processes, automata have a notion of internal state. This means
that two automata that are observationally equivalent, need not be the
same. However, we do not wish to distinguish between automata that are
observationally equivalent, which motivates the following definitions.

Definition 1.3.3 (Observational equivalence relation). Consider two au-
tomata a1 = (Cr,Co, St, s8,6L,08) and ay = (Cy, Co, S?, s2,62,62). A rela-
tion R C S x S? is said to be an observational equivalence relation (OER)
for a1 and as if and only if, whenever s1 R so the following holds:

6L(s1) = 02(s2) AVm € Mc,.6L(s1,m) R 62(s2,m)

Definition 1.3.4 (Observational equivalence). Consider two automata a; =
(C1,Co, S, s3,0L,68) and ax = (Cr,Co, S%,83,02,62). We define the obser-
vational equivalence relation

(=) C St xs?
as the union of all OERs for a1 and az. Observational equivalence is extended
to automata, (- =) C A x A, where a; = az, whenever s} = s3.

Observational equivalence is defined in a coinductive manner — similar to
Milner]s notion of bisimulation [46]— due to the infinite nature of automata.

Lemma 1.3.5. Below follows a series of results about OERs.
(1) The identity relation Riq C S x S is an OFER for a and a:
Ria={(s,s) | s € S}

(2) Let R C S; x So be an OFER for a1 and as. Then the inverse relation
R™1 C Sy x 8 is an OER for as and ai:

RV ={(s9,51) | (51,52) € R}

(8) Let Ry € S1 xSy and Ry C Sy x S3 be OFERs for aj,as and ag,az. Then
the composed relation Ry o Ry C S1 X S3 is an OFER for a; and as:

Rio Ry = {(81,83) ‘ dss. (81,82) e R A (82,83) € RQ}
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Proof. In Appendix [B] O

Lemma 1.3.6. Observational equivalence is a congruence relation on au-
tomata, i.e., an equivalence relation (reflexive, transitive and symmetric)
and

Vai,ag,az,as € A.ag =axNag=as = a1 ||ag=aqz || a4
Proof. In Appendix [B] O

We can now show that parallel composition of automata is associative (mod-
ulo observational equivalence). Note that we need to require pairwise dis-
jointness of input- and output channels for all three automata, as otherwise
parallel composition is in fact not associative — even though it may be well-
defined!

Theorem 1.3.7 (Parallel composition is associative). Consider three au-
tomata, a; = (C%,Ch, 5%, sh, 6L, 68) € A, fori=1,2,3, where

CinC?=CinCi=Cc?nci=0
CLNC3=CchnCcdi=Cc(nc =0

then

a1 || (a2 [l as) = (a1 [ a2) [l a3
Proof. In Appendix [B] O
Commutativity of - || - will be shown in the next section.

1.3.1 Equivalence of Models

We show in this section that the two models of communication — processes
and automata — are equivalent. The rest of this chapter does not depend on
the material in this section, and the reader may therefore skip this section

(and go to Section [1.4).

In order to show equivalence, we show that the models are isomorphic when
considered compsets (Appendix [A]). The elements of the compsets are pro-
cesses and automata respectively, and composition is in both cases parallel
composition (the partiality is in both cases due to not all processes/automata
having compatible channels).

Lemma 1.3.8. (B, ||) defines a compset.
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Proof. The fact that (- || -) : P x P — P follows from Lemma [1.2.14} the
partiality of || is only due to incompatible channels, c.f. Theorem [1.2.15
We note that if p; || p2 is defined then py || p1 is defined, as the condition is
the same. Finally assume that p; || p2 and p1 || p3 and pa || p3 are defined,
which means that:
CINCi=01NC=CinC} =10
CLNC3=Cchncd=Cc(nc =0

We therefore have that:

(ctuch\clynci =0

int
(CHUCH\ O N CE =10

and therefore (py || p2) || ps is defined. O

Lemma 1.3.9. (2, ||) defines a compset.

Proof. The fact that (- || ) : 2 x A — 2 follows by construction (and the
partiality of || is only due to incompatible channels). The conditions on the
composition follows as for processes (Lemma [1.3.8)). O

Automata as Processes

Definition 1.3.10 (Big step relation). Given an automaton

a = (C[7 CO; S; 807(507 6t)

define the big step relation |t & s,l; | lo| SN XS x Lo X L by:

' < eol(l)do(t) = I € LG

- > )
e-end Py A (t > eol(l;))

0o ()

m 5 (s, 1;(t)) = ¢ t+1E80 41,
th s, | L[t — m)]

e-step (t <eol(l;))

(In the above, for a logl € LL,, t' < t, and m € M¢; l[t' — m] denotes the
log which is identical with l, except I[t' — m](t') =m.)

Lemma 1.3.11. Big step evaluation is total and deterministic, and when-
ever t = s,1; | 1o, eol(l;) = eol(l,).
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Proof. Follows immediately from the definition (formally a proof by induc-
tion on the derivation). O

Definition 1.3.12 (Automaton translation). We define the translation
A =B

by
I—(Cfa 007 Sa 50, 50) 51:)—' = (CI’ COv f)

where f(l;) = lo, whenever 0 & so,1;, 4 lo.

The previous definition gives a process semantics to automata. We must,
however, show that the translation is in fact well-defined, i.e., that "a™
defines a process for all automata a.

Theorem 1.3.13 ("7 is well-defined). The denotation of an automaton
a=(Cr,Co,S,s0,00,0t) , "a'= (Cr,Co, f), is a process.

Proof. In Appendix [B] O

The next two lemmas show that observational equivalence in the automaton
model coincides with equality in the process model under the translation ™.

Lemma 1.3.14. Ifa; = ag then "a; '="as ™.

Proof. In Appendix [B] O

Lemma 1.3.15. IfTay'="as" then a; = as.

Proof. In Appendix [B] O

The final lemma shows that the translation of automata to processes is
compositional, meaning that whenever aj || as is defined, so is Ta; || Tag™,
and Taj |[ay'="a; || Tax .

Lemma 1.3.16 ("-7 is homomorphic). ™7 : (A, ||) — (B, ||) is a (compset)
homomorphism.

Proof. In Appendix [B] O
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Processes as Automata

Having provided a process semantics for automata in the last section, we
now show how processes can be given an automaton semantics.

Definition 1.3.17 (Process translation). We define the translation
Lo P —-2A

by
L(CI7007f)—| = (CI?CO?L"C[’@ S ‘C%IaéOa(St)

where

do(1) = f (I @ma)(eol(l))
d0(l,m)=1@m

(0 denotes the empty log in £%I ; mg is any “dummy” move of Mc,; and

for alogl € LL and a move m € M¢, lQm € E’Lgl behaves like | except
(l@m)(t) =m.)

The intuition behind this definition is that the automaton keeps a trace of
all that has happened so far (the input log). The output is then determined
by applying the log transformer to the input log (extended with some move).
The reason why we need to extend the input log is due to the condition
of log transformers (Definition . Condition will then guarantee
that any extension will produce the same output — and it is exactly the con-
dition that “reaction takes time” that makes it possible to model processes
as automata! Note also that we utilize the fact that set of states for an
automaton may be infinite, as L s infinite.

It would now be natural to show compositionality of the translation .-,
similar to Lemma However, we need not show this directly, as the
result will follow automatically from the theory of compsets and the results
about the two translations following in the next section.

Equivalence

Lemma 1.3.18 ("-7 is the left inverse of L-1). Vp € P.MLpsT=p
Proof. In Appendix [B] O
It does not hold that L. is the left inverse of -7 simply because "7 is

not injective. However, when we consider automata modulo observational
equivalence then "7 becomes injective.



24 Automaton Model

Theorem 1.3.19. "-7: (A/ =,||) — (B, ||) defined by
l_[a]—l — l_a—l

18 an isomorphism.

Proof. We know from Lemma [1.3.16| that -7 : (2, ||) — (*B,]|) is a homo-
morphism. Furthermore this homomorphism is surjective by Lemma [[.3.1§]
since

VpeP.TLps'=p
By Lemma[l.3.14] and Lemma [1.3.15]it follows that

ag=ay < Ta; '=Tay’!

hence by Lemma (= is a congruence relation on 2() the result follows.
O

We now get “for free” that -1 is compositional, and the inverse of ™.

Corollary 1.3.20 (Equivalence of models). .-u: (B,]|) — (A/ =,]) is an
isomorphism with inverse isomorphism "7, i.e.,

ca B =@/ =)

Proof. By Theorem [1.3.19] we know that -7 : (2A/ =,||) — (B,]]) is an
isomorphism. We also know from Lemma[[.3.18|that Vp € P.".ps™ = p and

hence by Lemma (b) that L- is the inverse of ™-7. Finally Lemma
A.0.4] (a) implies that - is itself an isomorphism as required. O

Having the equivalence result of Corollary [1.3.20] means that we can au-
tomatically transfer the results from the process model to the automaton
model and vice versa.

Corollary 1.3.21 (Parallel composition of processes is associative). Let
pi = (C4, Ch, ') € B be processes for i =1,2,3, such that

CinC?=CinC}=C*nCci =0
CLnC3=chnci=c(nc =0

then
Pi [l (P2 [ P3) = (p1 [[ P2) [| P3
Proof. Follows from Lemma (c¢) and Theorem [1.3.7 O

Corollary 1.3.22 (Parallel composition of automata is commutative). For
all aj,a2 € A.ag [[ag =as || a1.
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Proof. Follows from Lemma (d) and Theorem [1.2.16] We note that
this proposition would be fairly easy to prove directly - but this proof illus-
trates that the equivalence works in both directions. O

We now have a simple, extensional model of communication which is equiv-
alent to the original model proposed in Section [I.2} The next sections will
use this model to (finally) introduce contracts.
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1.4 Principals & Contracts

In the previous sections we spent quite some time on defining the model of
communication. In this section we can therefore proceed with the original
goal, namely the extension of PBC to distributed and concurrent systems.
We introduce the formal notions of principals and contracts. Principals can
be thought of as administrative parties, for instance a person or an organi-
zation, who acts as an administrative peer in the distributed environment.

Definition 1.4.1 (Principal). The set of all principals is denoted P. We
write Py, Pa, ... for single principals.

Two principals can negotiate a contract, which is an abstraction for commu-
nication obligations. In order to capture different kinds of communication,
we define logical communication links. A logical communication link speci-
fies the type of messages to be communicated (actions), and is hence almost
identical with channels (Definition .

Definition 1.4.2 (Logical communication link). A logical communication
link is written X\ and sets of links are denoted A. A logical communication
link s directed and always between two principals. For each logical commu-
nication link A, there is a corresponding set of actions communicated on that
link, denoted Ay. Each action set has a distinguished silent action ¢.

In the context of distributed computing, a logical link will typically have as
action set the set of all IP packets (between two pre-specified IP addresses).
But logical links can also be used for modeling real world events. For in-
stance in a commercial setting, a logical communication link could be used
for modeling shipment of goods, payments from one principal to another,
etc. In all cases, a logical link from principal Py to principal Po means that
P1 has some “communication” obligations to Ps.

The reason why we have emphasized links as being logical is that the princi-
pals at each end of a link need not be the actual physical sender or receiver
for that link. The sender (and receiver respectively) of a logical link has
the opportunity of being the physical sender (receiver), but it may pass on
this opportunity to another principal. The term logical hence means that
the principals have committed to some actions on the links in the contract,
but they may not be in control of the underlying physical communication
(which is what differentiates logical links from channels, c.f. Section. In
some cases it may not even be possible for a principal to perform the com-
munication itself; if for instance the action set specifies shipment of goods
to a client in Australia, and the principal is located in Denmark, then the
principal will — most likely — have to delegate the “communication” to a
shipper.
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Logical links are always associated with exactly one contract. In order to
specify contracts we first (re)introduce moves. The definition is identical to
Definition except channels are replaced by logical links.

Definition 1.4.3 (move over A). For a finite set of logical communication
links, A, we define a move over A to be a function m, such that m(\) € Ay
for all X € A. The set of all moves over A is denoted My (i.e., My =
IMheaAy).

We are now ready to present contracts:

Definition 1.4.4 (Contract). A contract c¢ between principals P and A
(player and adversary) is a 5-tuple:

¢ = (Apa, Aap, G, g0, p)

where Appn and Aap are the finite sets of logical links from principal P to
principal A and vice versa, G is the (potentially infinite) set of contract
states, and go € G 1is the start state. p: G X Mpy, X Mp,, — G x Q s the
rule function for the game: when the contract is in a state g, and the moves
on Apa and Aap are mp and ma, let (¢',k) = p(g,mp,mp); then ¢’ is the
new contract state, and k is the — possibly negative — incremental payoff to
P from A, resulting from the transition.

A contract, as defined above, evolves in each time unit, based on the chosen
moves (mp and ma) of the two players. A move m may consist of simply
“doing nothing”, in which case m(\) = ¢ for all A. Time units are assumed
to be small and fixed; general timing constraints are expressed by means of
explicit counters in the game state (which we will see an example of soon).
Note that there are no “illegal” moves per se: moves in violation of the
nominal game rules will typically be assigned a large negative payoff, but
the contract remains in a well-defined state, to guide an orderly recovery.

Observation 1.4.5. A contract (Apa, Aap, G, go, p) describes an infinite, si-
multaneous, zero-sum, two-person game between principals P and A. Finite
contracts can be modeled by introducing a terminal state g; and extend p
such that

P(gt7 mp, mA) == (gtu 0)

for all (mp, ma) € Mpp, X Ma,,.

A contract is always defined from the viewpoint of one principal (in the
defining case P). But it is also possible to define the dual contract from
the viewpoint of A (by swapping the links and negating payoff), but we will
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not use dual contracts in this chapter, and do therefore not give a formal
definition.

In order to model situations with more than two principals, principals can
in general negotiate a (finite) set of contracts, called a contract portfolio.

Definition 1.4.6 (Contract portfolio). A contract portfolio for a principal P
is a finite set of contracts C = {ci,..., c,} where ¢; = (Apa,;, Aa,p, Gi, gi, pi)
fori=1,...,n.

Contract portfolios make it possible to have multi-party contracts, by means
of bilateral contracts only. This approach is radically different from the com-
monly used global approach to multi-party contracts, represented typically
as sequence diagrams [63]. For instance in the context of web services, the
global approach is manifested in the Web Services Choreography Descrip-
tion Language (WSCDL) [66]. Our approach is illustrated in the following
example.

Example 1.4.7 (MMS greeting service). In the following example we de-
scribe how a real-world contract can be represented in the model introduced
so far. The example serves two purposes: first, we get a graphical repre-
sentation of principals and contracts for easier overview; second, we show
how this model distinguishes itself from other models with multiple parties
in that we require all contracts be bilateral.

The example we consider includes three principals (Figure [1.1]): a service
provider (P, from the viewpoint of whom we are considering), a subcontrac-
tor (S), and a client (C).

Figure 1.1: Graphical representation of three principals with bilateral con-
tracts.

The overall idea is that P offers a mobile-phone greeting service, which
enables client C to send one (amongst a set of ) predefined greeting card MMS
to a specified phone number. To send the actual MMS, the service provider
has subcontracted with an MMS gateway provider (S), who provides the
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service of sending MMSs with arbitrary content. The traditional way to
describe such a situation is by means of a global choreography, Figure [1.2]
in which all principals are present (multi-party).

C P S
Request (number, card)
>
P Offer (price)
Y
Accept
(branch) feaeeameacaanan . »
el Reject Request (number, text)
. >
T Send MMS (number, text)
( hd - LT\
2|
\ 4 \ 4 \ 4

Figure 1.2: A global choreography for principals P, C, and S.

The global choreography gives a good intuition of what is going on, however,
in our opinion there are several shortcomings with this approach (if used as
a contract): as presented in the figure, all principals need be aware of each
other when signing the contract. This means that both P and C must know
S, which in most cases is not desirable; often C wants to leave it to P to
decide which MMS gateway to use (in fact C will probably think that P
is an MMS gateway). Hence at the principal-level, the model above is not
compositional.

Another — and perhaps more severe — problem with the global approach
is blame ambiguity. It is not evident from a global workflow description
who is to blame if the choreography is not followed. In some sense the
choreography represents the “happy-path” only, i.e., a scenario in which the
principals are expected to cooperate towards fulfilling the workflow. But
in a setting with different principals with individual goals, cooperation is
almost self-contradictory.

So instead we show how P negotiates separate contracts with both C (¢1)
and S (cg2). Informally, P’s contract with C says:

C can request the price of sending greeting card g to phone num-
ber n, and P can reply with a price p. Subsequently C can accept
or reject. If C accepts, P has to send the MMS before at most t
time units. If P fails to do so, P is assigned a penalty of 1.
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As specified in the contract, P is the one responsible for sending the MMS,
and the contract has no mention of S. Payoffs model what should be paid
from C to P, not what has been paid. Actions are used to model real world
events, for instance delivery of the MMS, communication between P and C,
etc. The contract with C contains three logical links:

c1 = ({M2, A3}, { M1}, G, 91, 01)

A1 and Ao are used for communication between P and C and A3 is used
for the special “communication” of sending an MMS. The fact that As is
directed from P to C should not be interpreted that an MMS has to be sent
from P to C; it means that P is responsible to C for sending an MMS.

Formally we therefore have (omitting the silent actions, letting G denote the
set of all greeting cards, and letting N/ denote the set of phone numbers):

Ay, = {accept, reject} U {req(n,g) | n e N Ng € G}
Ax, = {price(p) | p € Q}
Ay, = {mms(n,g) [ n e N Ag € G}

The formalized contract is presented graphically in Figure (left). Con-
tract states are depicted as circles, and the double-circled state is a terminal
state, c.f. Observation An arrow from g; to go with label X : a
and a boxed means that p(g1,mi,m2) = (g2, k), whenever mi(\) = a
or ma(A\) = a (depending on which of the principals is the sender on ).
When no box is present on a transition, it means an implicit @ (i.e., no
payoff). An arrow from g; to g2 with no label and (implicit) means
that p(g1,m1,m2) = (g2, k), whenever no other label matches m; and mso.
If there is no explicit unlabeled arrow from a state g, there is an implicit
unlabeled arrow from g to itself.

In the diagram some of the states have internal state, e.g., (n,g). This
means that the node actually represents a class of states — potentially one
for each combination of n and g. We therefore have

Gr={x1}U{(n,g) [IneNANgeG}U
{{n,g,p) InENANgeGAPEQ} U
{(n,g,p,7) [InENANGEGAPEQANTL ST <t}

g1 = x

The rule function can be read from the diagram (according to the description
above) and be presented in following tableau form:
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A1 : accept
4’ ‘%}
Ao : price(p) 5 : req(n,c)

=3

Figure 1.3: The contracts negotiated by P with C (left) and S (right).

g mp mc p1(g, me, mc)
* - AL req(n,g) (<nvg>70)
* - - (%,0)
(n, g) Ao — price(p) — ({n, g,p),0)
<nvg> - - (<’I’L,g>, O)
<TL, g7p> - >\1 — rejeCt (T7 O)
(n.g.p) - Ar—accept  ((n,g,p,1),p)
(n,g,p,T> Az mms(n,g) - (T,O)
<nagvp51> - - (T7_p_1)
<n,g,p,7'—|—1> - - (<n7g7p77->’0)
T - - (Tv O)

The tableau form should be read from top to bottom, i.e., given a state g
and moves mp and mc, then p'(g, mp,mc) is determined by the first line
matching g, mp, and mc (i.e., pattern matching as known from functional

programming languages, where

w_»

matches any move).

Principal P’s contract with the MMS gateway (S) says:

P can request an MMS to phone number n with content ¢ at a
price f(n,c) (for some predefined rate function f). Subsequently
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S must send the MMS before t' time units. If S fails to do so, S
is assigned a penalty of 1.

The contract cg is presented in Figure (right), where

c2 = ({As} {Aa}, G2, 92, p2)

Go={x1}U{{n,e,7) [nENANcECAL<T <}
g2 = *

Ay, = {mms(n,c) |n e N ANceC}

Ay, = {req(n,c) [ ne N AceC}

(again omitting the implicit silent actions). C represents the set of all possi-
ble MMS content (which in particular contains the predefined greeting cards
provided by P, i.e., G C C). The rule function can again be read from the
diagram:

g | mp ms p2(g, mp, ms)
* A5 — req(n, c) - ((n,c,t'),—f(n,c))
* — — (%,0)
(n,e,T) - Ay — mms(n, ¢) (1,0)
<TL,C,1> - - (T?f(nvc) =+ 1)
<Tl,0,7'+1> - - (<n,C,T>,O)
T - - (T? 0)

Now P has negotiated contracts with principals C and S. But the contracts
are not “active” yet, since a physical realization of the logical links has to be
established. Hence P has to construct a physical implementation for fulfilling
its contract portfolio {c1, co}. The contract with S bears no obligations,
hence this contract is easy to fulfill, but in the contract ¢; with C, P has the
obligation to deliver the greeting card MMS (at least if P intends to make
money — otherwise denying to answer with a price will do). Implementations
is the subject of the next section, where we return to this example.

In Section [1.6] we show how the comprehensive contract diagrams in Figure
[[.3] can be represented more compactly by means of a small contract lan-
guage. This language includes timeouts as a primitive, hence we will not
have to be bothered with manual counters as in Example [[.4.7] The exam-
ple with manual counters has been included, however, to show how the core
contract model works; but it is not the intention that contracts should be
written directly in the abstract model.



33

1.5 Implementations & Conformance

The last section introduced principals and contracts between them. In this
section we describe how contracts are realized physically by means of im-
plementations. An implementation defines a strategy for playing the games
specified by a contract portfolio. A strategy will consist of a set of automata
(or equivalently processes, c.f. Section together with a mapping of log-
ical links in the contract portfolio to channels in the automata. However,
a strategy will also consist of an ability to delegate a logical obligation to
another principal of the contract portfolio. In Example from Section
[[.4] such a delegation will be used for fulfilling the commitment to send an
MMS, as the service provider (P) is not able implement an automaton with
alphabet Ay, (i.e., P does not have the hardware for sending the MMS).

Rather than defining an implementation as a set of automata (as mentioned
above), we consider only the case in which an implementation consists of a
single automaton; this simplification is justified by the fact that multiple,
parallel automata (which may interact by unobservable communications on
internal links) can be described by a single automaton (cf. Section .

Hence the first part of an implementation is an automaton. We now define
routings, which constitute the second part of an implementation:

Definition 1.5.1 (Routing). Let {c1,..., ¢y} be a contract portfolio for a
principal P, where ¢; = (Apa,, Aa,p, Gi, 9i, pi). A routing r = (r1,re,r3) for
{c1,...,cen} and input/output channels C1/Co consists of three maps:

r C] — A]
ro CO — AO
rs: A]\T1<C[) — AO \TQ(Co)

where A; = Uy Aa,p and Ao = U], Apa,. 71 and ry realize physical
communication by using the input/output channels C1/Co, while r3 repre-
sents delegation to other principals. The routing must satisfy the following
conditions:

(1) 1,72 are injective.

(2) rs is bijective.

(3) Vi€ {1,2,3}. Vx. Ay = A, ()

(1) and (2) state that all input/output channels represent (exactly) one log-

ical link of the portfolio, and (3) guarantees that only compatible channel-
s/links are connected, i.e., the link alphabet must match the channel alphabet.
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Intuitively, a routing specifies which obligations of the contract portfolio are
handled by the principal itself, and which parts are delegated to other prin-
cipals in the portfolio. The idea is that the principal can choose the routing
first, and then construct an automaton once the non-delegated obligations
are known:

Definition 1.5.2 (Implementation). Let C = {c1,...,¢,} be a contract
portfolio for a principal P. An implementation, i = (a,r), consists of an
automaton a = (Cr,Co, S, S0, 00,0t), and a routing, r, for C and Cr/Co.

In order to make the abstract definitions above more clear, we return to

Example from Section

Example 1.5.3 (MMS greeting service, cont’d. from Example [1.4.7). An
example of a legal implementation for the service provider (P) is i = (a, ),
where

a= ({a},{8,7}, 5, 50, 60, 6t)

and r = (r1,r2,73) is defined by

ri(a) =\
r2(B) = As
r2(7) = Az
r3(Ag) = A3

The implementation is depicted in Figure in which the implementation
part is drawn inside P. We will shortly return to what a “good” choice of a
is.

Figure 1.4: An implementation at principal P.
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1.5.1 Contract Conformance

We now wish to define what it means for an implementation to “satisfy”
a contract portfolio (contract conformance). Since contracts do not have
binary outcome (win/lose), contract conformance should be an economic
guarantee related to the payoffs in the contract portfolio. We therefore
define contract conformance as a guarantee of an all-time non-negative ac-
cumulated payoff, meaning that the implementation may give profit — but
definitely no loss.

If for instance we want to know whether an implementation will provide
a certain profit, p, after a period of time, ¢, then this can be achieved
by extending the contract portfolio with a pseudo contract, which yields a
payoff of —p after ¢ time units. If the implementation conforms with the
extended portfolio, then a profit of at least p will be guaranteed after ¢ time
units. However, we cannot provide guarantees such as “the implementation
will provide a profit of p eventually”, since contract conformance defines a
safety property; but from an economic point of view, such a guarantee is
not very useful anyway.

Before we define contract conformance, we introduce the following auxiliary
definition:

Definition 1.5.4. Consider a routing r for input/output channels C1/Co
and contract portfolio C = {ci,..., ¢}, where

r= (rla r2, T3)

G = (APAm AA/L'Pa Givgia pl)

and let Ar = J;_, Aa,p be the set of all incoming links from the contracts.
We then define for each i =1,...,n the function7; : Mc, x Mp, — MAPAi
by

B . mo(a) ,Z'fT (O‘):A
ri(mco,mm)()‘) - { mi[ ()\/) L if 7“3()\/) =A

The definition above captures the idea that some of the output obligations
of the contract portfolio may be handled by the automaton (the first case)
while others may be delegated (the second case). Hence if opponent A; has
moved m; and the automaton has produced output m, then P’s move in
contract ¢; is 7 (U7_; mj, m).

Contract conformance can now be defined in a coinductive manner — as
observational equivalence for automata — due to the infinite nature of both
contracts and processes:
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Definition 1.5.5 (Contract conformance). Consider an implementation i =
(a,r) for the contract portfolio C = {ci,..., ¢y}, where

a= (Cfa COv Sa 807507 6‘5)
r= (7“1,7'2,7%)
c¢i = (Apa,, Aap, Gis gis i)

and let A = J_; Aa,p be the set of all incoming links from the contracts.
A relation RCQ x S x G1 X ... x Gy, is said to be a conformance relation
fori and C, if and only if, for all (k,s,91,...,9n) € R the following holds:

Vm € MAI'
Vie{1,...,n}. (g, ki) = pi(gij?i(éo(s),m),m|AAiP)) =

n n
Zkl > kA (k_ Zkiadt(s7morl)7g,17"'7941) €ER
i=1 i=1
The implementation i is said to conform with contract portfolio C, written
E i : C, if there exists a conformance relation R for i and C, such that

(0,50,91,---,9n) € R.

This definition of |= i : C formalizes the guarantee of a consistently non-
negative accumulated payoff, when using the strategy i for playing the games
induced by the portfolio {ci, ..., ¢,}. More generally, whenever a is in state
s, contract ¢; is in state g;, and (k,s,g1,...,9n,) € R, where R is a con-
formance relation for ¢ and C, then the accumulated payoff will remain at
least k throughout the remainder of the game. Note also how delegation is
handled by the auxiliary functions 7; from Definition

1.5.2 Automaton Contracts

The definition of contract conformance from last subsection allows us to
reason about implementations, when we know all the (logical) contracts
that have been negotiated with other principals, and the delegation that
has been chosen. However, we will like to reason about automata without
having to worry about delegation and principals directly. For this purpose
we now introduce automaton contracts:

Definition 1.5.6 (Automaton contract). An automaton contract c is a 4-
tuple:
c=(C,G,go,p)

where C' is a finite set of channels, G is the (potentially infinite) set of
contract states, and go € G is the start state. p: G X Mg — G x Q is the
rule function for the game: when the contract is in a state g, and the move
on C ism, let (¢',k) = p(g,m); then ¢ is the new contract state, and k is
the — possibly negative — incremental payoff.
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The definition of automaton contracts is quite similar to the original def-
inition of (logical) contracts. The similarity is due to the fact that the
automaton contracts can be seen as instances of the original contracts with
the logical links renamed to physical channels. This also means that the
physical channels of the game need not be contained in the channels of the
automaton, which is the reason why automaton contracts are not defined
with respect to a particular automaton.

Automaton contract conformance can now be defined in a similar manner
as for contracts:

Definition 1.5.7 (Automaton contract conformance). Consider an automa-
ton a = (Cr,Co, S, s0,00,0t) and let C = {ci1,...,c,} a set of automaton
contracts, where

C = (C’Lv Giag’ia p’L)

and let C' = (CrUU;_, Ci)\ Co be the set of all incoming/external channels.
A relation RCQ x S x G1 X ... x Gy is said to be a conformance relation
for a and C, if and only if, for all (k,s,q1,-..,9n) € R the following holds:

Ym € Mgc.
(Vi€ {1,...,n}.(gi, ki) = pi(gi, (MU 86(5)) ) =

n n

Zkz > kA (k - Zkiyét(87m\01)vg£7"'7941) ER
=1 =1

The automaton a is said to conform with contract portfolio C, written |= a :
C, if there exists an automaton conformance relation R for a and C, such
that (0, s0,91,-.-,9n) € R.

Before we show how logical contracts er transformed to automaton contracts,
we provide an example illustrating automaton contracts, and automaton
contract conformance:

Example 1.5.8 (MMS greeting service, cont’d. from Example. Con-
sider the two automaton contracts ¢; = ({a,7,0},G1,01,p)) and co =
({B,6}, Ga, g2, phy) obtained by replacing the logical links of the logical con-
tracts (p. [28)) with the following channels

)\1'—>Oz /\3,)\4'—>(5

Ag =y A5 — 3 (16)

The definitions of G1, g1, G2, and go are identical with those of Example
and p] is obtained by replacing the links of p; with the channels above,

ie., p1(g,m) = p1(g, mobj(r,}, mob|(r, 2,1), Where 0 is the substitution (1.6
above (and similar for p}).
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The automaton a = ({a}, {5,7}, 5, S, do, 0¢) is defined by:

S = {start,end} U
{req_received(n,g) [In e N ANge G} U
{price_offered(n,g) | n € N Ag € G}
{accepted(n,g) [ n e N ANg e G}

sgp = start
The transition functions are represented in the following tableau forms

s | do(s)
start
req_received(n, g) | v+ price(1.5 * f(n,g))
price_offered(n, g)

accepted(n, g) 8 req(n, g)
end
s | m 0 (s, m)

start a+— req(n,g) req-received(n,g)

start — start
req_received(n, g) — price_offered(n, g)
price_offered(n, g) a +— reject end
price_offered(n, g) a — accept accepted(n, g)

)

price_offered(n, g — price_offered(n, g)
accepted(n, g) — end
end — end

Note that a has nothing to do with actual sending of the MMS, it only
contacts S on channel § to request the MMS, and directly thereafter stops
(enters the end state). This is witnessed by the channel §, which is not
connected to the automaton. § is an abstraction of the fact that S and C
“communicate” directly without P’s automaton being able to react to their
communication, hence a should be able to conform with the contract no
matter what happens on § (which is exactly what the definition of contract
conformance guarantees). Figure gives an informal graphical represen-
tation of the automaton.

So can we show that this automaton conforms with ¢; and c3? In order to do
so we need to find a conformance relation R C Q x S x G1 X G2 containing
(0,start,*,x). And in fact such a conformance relation does not always
exist, but if we assume that ¢ < ¢t — 1, i.e., that S guarantees to send the
MMS before t—1 time units (¢ being the guarantee negotiated with the client
C), then a conformance relation does exist (the extra one unit is needed for
the automaton to propagate the request to the MMS gateway). One such
relation is given below, where we introduce the following shorthand notation:
Png = 1.5 % f(n,g) (the price suggested by P), and r,, , = 0.5 % f(n,g) (P’s
revenue if there is no timeout). In each set below, whenever n and g are
mentioned, there is an implicit condition that n € A and g € G — we leave
these out for readability:
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Figure 1.5: A graphical representation of the automaton a deployed by P.

R = {(0,start, x, %)} (1.7
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We will not show in detail that R does indeed define a conformance relation,
rather we show the dependencies that make R a conformance relation below.
An arrow E means that A € R is a prerequisite for B € R.
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When constructing a conformance relation such as the one above, situations
which may normally be overseen in contract analysis, are identified. For
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instance the (very unlikely) event that S sends the MMS requested by C
right after C has accepted the offer: in this case S sends the MMS before
before P has requested it, and even though this is very unlikely to happen, it
still needs to be handled by the conformance relation . Notice also how
the set represents the case where C rejects P’s offer, represents
the case of successful delivery, and represents the case of failure to
deliver the MMS.

In the next section we will see that R being a conformance relation for a,
c1, and co means that a provides a strategy for P which will never result in
a loss of money.

1.5.3 From Contracts to Automaton Contracts

This section defines the projection from (logical) contracts to automaton
contracts, and formally proves that this transformation is sound. The trans-
formation is defined with respect to a particular routing, which makes it
possible to model delegation as external channels.

The transformation from logical to automaton contracts is straightforward;
for each logical contract we define one automaton contract, the links that are
routed to automaton channels are transformed directly to the corresponding
channels, and logical delegations are transformed into “fresh” channels (as §
in Example . The essence of the transformation is the renaming map.

Definition 1.5.9 (Renaming map). Let C = {c1,...,¢,} be a contract
portfolio for a principal P, where ¢; = (Apa,, Aa,p, Gi, i, pi), and let A =
Ui, Apa, UUAA,p. Given a routing r = (r1,72,r3) for C and input/output
channels C1/Co, we define a renaming map, 0, to be a map from links to
channels:

0:A—C
satisfying:

o Va e Cr. 0(ri(a)) = a.
o Va € Cp. 0(r2()) = a.
e VA, Ao, 7"3()\1) =X = 9()\1) = (9()\2)
o VA, Ao, (9()\1) = 0()\2) = ()\1 =XV 7“3()\1) =XV 7‘3()\2) = )\1).
The first three conditions state that renaming must agree with the routing

map, and the last condition states that the renaming map must be injective
(modulo delegation).
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When we define the transformation from logical contracts to automaton
contracts, we assume that a renaming map is available in order to avoid
specifying channel names for the delegated links. But to give an explicit
renaming is not hard; the renaming map will be uniquely determined on
links that are not delegated, and delegations amount to choosing a fresh
channel.

Definition 1.5.10 (Contract projection). Let C' = {ci1,..., ¢y} be a con-
tract portfolio for a principal P, where ¢; = (Apa,, Aa,p, Gi, gi, pi). Given
a routing r = (ri,ra,73) for C and input/output channels C1/Co, and a
renaming map 0 respecting C and r, we define the contract projection to be
{c1,...,cn}, where

ci = (0(Apa, U Aap), Giy gi, p7)
with
(g, m) = pilg,m 0 Bpagy 10 Ol )
We write {c1,...,c,} ~? {c1,...,cp} for this projection.
Observation 1.5.11. Whenever C ~¢ C and @ is a renaming map for = (r

being a routing for C7/Cp), then each channel a € C7UCp is mentioned in
at least one contract in C.

Example 1.5.12 (MMS greeting service, cont’d. from Example . We
have in fact already seen an example of a logical contract portfolio being
mapped to a set of automaton contracts. In Example [[.5.§] the rename map
0 is defined by

«, l:)\l

_ s l= X
H(l)_ 6, =X Vi=M)\

ﬁa L= X5

The reader may check that 6 does indeed define a legal renaming map with
respect to the routing of Example [[.5.3] The channel ¢ is an example of
a logical route that is mapped to a “fresh” channel, which does not occur
in the automaton of the implementation. This corresponds to labeling the
“wire” of Figure that is not connected to the automaton with 6. With
the notion of Definition we therefore have {c1, ca} ~% {c1,co}.

With the definition of contract projection we are able to state and prove the
soundness result.

Theorem 1.5.13 (Soundness of projection). Consider a contract portfolio
C ={ci,...,cn} for P and routing r = (r1,72,7r3) for C' and input/output
channels C;/Co. If

c~C
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where 0 is a renaming map for r, and

Fa:C

for an automaton a = (Cr,Co, S, S0, o, 0t ), then
= (a,r): C
Proof. In Appendix [B] O

Observation 1.5.14. The soundness result above together with the con-
formance relation built in Example [[.5.8] and the observation in Example
gives us that the implementation of the MMS greeting card service
is indeed “good”, i.e., P is guaranteed never to lose money on the service.

1.5.4 Compositionality

We conclude this section with the main result about contract conformance,
namely that it is compositional. The theorem allows us to prove conformance
for a parallel composition of automata by reasoning about the components
in isolation. Compositionality here is an internal form of compositional-
ity, expressing how a single principal can create a full implementation from
subautomata. This compositionality is different from the external composi-
tionality described earlier, which was realized via bilateral contracts between
principals.

Definition 1.5.15 (Dual automaton contract). For an automaton contract
c = (C,G, go,p), the dual contract € = (C,G, go, p) is defined by p(g,m) =
(¢',—k), where p(g,m) = (¢', k).

Definition 1.5.16 (Channel set). Let {c1,...,cn} be a set of automaton
contracts, where ¢; = (C;, Gy, gi, pi). We then define

chan({c1,...,cn}) = U C;
i=1

Theorem 1.5.17 (Contract conformance is compositional). Consider two
automata ay = (C},CY, S1, sb, 0L, 68) and ay = (C3,C3, Sa, 53,62, 62), where
parallel composition

a1 || a2 = (C1,Co, 51 X S2, (81, 52), 0o, 0t)
is defined (Definition[1.5.9). If
/

. /
FFa1:C1,..vsCnyClyeen, Gy

j— — "
Fag:CTl,...,CnyCly---)Cpy

chan({c},..., ¢, ¢ty cn}) N Cing = 0
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(where Ciy is the internal channels of a1 || a2), then

Earflaz:c, ..., q .l

Proof. In Appendix O

This theorem expresses how to fulfill a set of contracts by splitting the obli-
gations between two contractually compatible automata. If the internal set
of contracts (in the theorem they are written cy,...,c,) is empty, then the
theorem simply says that two disjoint automata can fulfill a set of contracts
by partitioning the set between them. If the internal set of contracts is
non-empty, then the contracts express how the automata can communicate
internally to fulfill the external obligations. The duality expresses that they
must play opposite roles in the internal contracts.

A special and important case is the one where we seek to fulfill one contract,
¢, but we subdivide it into smaller contracts, c1,...,c,. We can then write
automata for each of the smaller contracts and combine these via one “or-
chestrator” automaton, which communicates with all the other automata
(the orchestrator must then conform with c,c7,...,¢,). Parallel composi-
tion of the subautomata and the orchestrator is then guaranteed to conform
with the original contract.

The theorem can be seen as a generalization of two rules of composition for
sequential Hoare triples:

If E{A}c1{C}and = {C}cy{B} then | {A}c1;c2{B} (1.17)

If ): {Al} C1 {Bl} and ’: {AQ} Co {BQ} and
': {AQ} C1 {AQ} and ): {Bl} Co {Bl} (1.18)
then ): {Al AN AQ} C1;C9 {Bl VAN BQ}

The first rule corresponds to the latter case explained above, where
internal contracts are utilized to fulfill a contract (the assertion C' can be
interpreted as the internal contract). The second rule corresponds to
the former case explained above, where the two automata have no internal
contracts, which in the rule above means that the commands do not interfere.
In Section [1.6.3] we illustrate the first correspondence in more detail.

We conclude this subsection with an example illustrating the composition-
ality theorem:

Example 1.5.18. This example uses the two processes from Example[1.2.13
as automata (cf. the translation in Definition [1.3.17). We use a doubler
automaton, a;, and an incrementer automaton, as. We want to show that



44 Implementations & Conformance

when we put them in parallel as in Example they produce an ever
growing list of integers, on the form f°(0), £1(0), 2(0),..., where f(z) =
2x 41 (we do not provide the actual formal proof here, only a proof sketch).
We require that the integers must be sent with a delay of at most 10 time
units (after the previous result). The automaton contract therefore says:

c=({"},G,90,p)

A, =NuU{e}

G={(n,t)|ne NAteN}U {stop}
go = <07 10>
[ ((2n+1,10),0) if m(y)=n
pl(n, 1),m) = { (stop,—1) otherfvyvise

((n,1),0) if m(y) =e
p({n,t+1),m)= ¢ ((2n+1,10),0) if m(y)=n
(stop, —1) if m(vy) #n

p(stop,m) = (stop,0)

To show that the parallel composition fulfills this contract, we first write
an “incrementer” contract for as, where as is given 5 time units to produce
its output after receiving an input. This means that a; wi